The Johns Hopkins Bloomberg School of Public Health

Office of Graduate Education and Research – HIPAA Application

APPLICATION FOR DISCLOSURE OF PROTECTED HEALTH INFORMATION

Read the HIPAA P&P (http://www.jhsph.edu/HIPAA) before submitting the HIPAA forms.
Submit to the Office of Graduate Education and Research, W 1033, Bloomberg School of Public Health

	CHR #: 


	Principal Investigator:

	Project Title:

	

	



I. Type and Source of Protected Health Information PHI
1. Please indicate all of the identifiers that will be collected:
	 FORMCHECKBOX 
 Name
	 FORMCHECKBOX 
Certificate or license numbers

	 FORMCHECKBOX 
Geographic information smaller than State
	 FORMCHECKBOX 
Vehicle identifiers and serial numbers including license plate

	 FORMCHECKBOX 
Elements of dates (birth date, admission date, date of death, ages  ( 89 years of age)

	 FORMCHECKBOX 
Device identifiers and serial numbers

	 FORMCHECKBOX 
Telephone numbers

	 FORMCHECKBOX 
URLs

	 FORMCHECKBOX 
FAX numbers

	 FORMCHECKBOX 
IP address numbers

	 FORMCHECKBOX 
Electronic mail address

	 FORMCHECKBOX 
Biometric identifiers

	 FORMCHECKBOX 
Social Security Number

	 FORMCHECKBOX 
Full face photographic images and comparable images

	 FORMCHECKBOX 
Medical record numbers
	 FORMCHECKBOX 
 Health Plan beneficiary numbers

	 FORMCHECKBOX 
Account numbers
	 FORMCHECKBOX 
 Any other unique identifying number, characteristic or code


2. Describe the types of health information to be collected: (e.g., diagnosis, test results, treatments, etc.):

3. Will the PHI be collected from an external covered entity (entities)?  This includes any covered entity that is not a Johns Hopkins covered entity (e.g., University of Maryland, private physician’s office, etc.).
	 FORMCHECKBOX 
  Yes


	 FORMCHECKBOX 
  No INVESTIGATOR( Skip to question 4.




3.a.  Name of entity (entities): ________________________________________________



3.b.  Will you be using: 

	 FORMCHECKBOX 
  External covered entity’s forms


	 FORMCHECKBOX 
   SPH default forms


4. Will the PHI be collected from a Johns Hopkins covered entity (entities)?




	 FORMCHECKBOX 
  Yes


	 FORMCHECKBOX 
  No INVESTIGATOR( Skip to question 5.



4.a.  Check all that apply:

 FORMCHECKBOX 
 The Johns Hopkins Hospital

 FORMCHECKBOX 
 The Johns Hopkins Bayview Medical Center



 FORMCHECKBOX 
 Howard County General Hospital

 FORMCHECKBOX 
 JH Community Physicians



 FORMCHECKBOX 
 JH Home Health Services


 FORMCHECKBOX 
 JH Pharmaquip


 FORMCHECKBOX 
 JH Pediatrics at Home


 FORMCHECKBOX 
 Priority Partners Managed Care Organization


 FORMCHECKBOX 
 JH University School of Medicine

 FORMCHECKBOX 
  Johns Hopkins Employee Health Plans


 FORMCHECKBOX 
 JH University School of Nursing

                       FORMCHECKBOX 
 Other Hopkins Providers (must specify) ________________________________________
4.b.  Identify as specifically as possible the department and individual from whom you want to obtain the
        PHI:

                       ______________________________________________________________


4.c.  Will you (or a study team member) obtain the PHI directly from a Johns Hopkins electronic record/system without anyone else’s assistance? 
	 FORMCHECKBOX 
  Yes


	 FORMCHECKBOX 
  No







If yes, identify the record or system name: ________________________________________

                        If yes, by submitting this form, you represent that, for purposes of this research, you will access only records consistent with the approved study protocol and only the information in those records consistent with the approved study protocol.


4.d.  In what format will you need access to the information?



 FORMCHECKBOX 
  Paper records



 FORMCHECKBOX 
  Electronic medical records



 FORMCHECKBOX 
  Electronic download of data

5. What is the office number where you will be storing your information? ________________

6. Will access to the individually identifiable health information be restricted to the principal investigator and study staff designated by the PI?
	 FORMCHECKBOX 
  Yes


	 FORMCHECKBOX 
  No




If the answer is no, and people or entities outside of the PI or study staff (beyond those required for legal, institutional or accreditation review) will have access to the information, please provide their names and the reason why they require access. ____________________________________________________________________________________________________________________________________________________________________

__________________________________________________________________________________

__________________________________________________________________________________

7. For paper-based information,
Will the information be stored in locked drawers?

 FORMCHECKBOX 
   Yes


 FORMCHECKBOX 
   No

Will the information be stored in a locked office?

 FORMCHECKBOX 
   Yes   

 FORMCHECKBOX 
   No

For electronic information, 

Will you be storing PHI in a password-protected computer?
 FORMCHECKBOX 
   Yes   

 FORMCHECKBOX 
   No 
Will the computer have anti-virus software?


 FORMCHECKBOX 
   Yes  

 FORMCHECKBOX 
   No

Will the computer have anti-intrusion (anti-spy) software?     
 FORMCHECKBOX 
   Yes  

 FORMCHECKBOX 
   No
8. Will this health information be stored beyond the end of the study for future research? (Storage of individually identifiable health information includes identifiable data stored on personal computers or servers, identifiable biological samples stored in freezers, etc.)
	 FORMCHECKBOX 
  Yes


	 FORMCHECKBOX 
  No




II. Disclosure with Authorization

 FORMCHECKBOX 
  If not applicable, check here and skip to Section III.

A.  Authorization Form

As a general rule, the permission (authorization) of participants should be obtained whenever their PHI needs to be obtained from a HIPAA covered entity for research.   Unless the activity falls under one of the specific categories below where authorization is not required (Section III), you must obtain an authorization from all subjects who will be participating in the study. 

 FORMCHECKBOX 
   Please check here if you will be obtaining authorizations from subjects 

1. If you are obtaining PHI from a Johns Hopkins covered entity, complete a Johns Hopkins Authorization for Disclosure of Health Information, available at http://www.jhsph.edu/hipaa, and submit it with this application.  If you are obtaining PHI from an external covered entity, submit the Authorization that you will be utilizing.  
2. If you are proposing to obtain an Authorization from an individual whose identity was obtained from a JH covered entity pursuant to a waiver, before contacting the individual, you must determine whether the person has any limitations on the use of his or her PHI by searching the SPH JH HIPAA Compliance System available at www.jhsph.edu/hipaa.  List the individuals who will be responsible for searching the database, including their first names, last names, and JHSPH e-mail addresses.
____________________________________________________________________________________________
_____________________________________________________________________________________________
III. Exceptions to Authorization Requirement
 FORMCHECKBOX 
 If not applicable, check here and skip to Section IV.
The following are five ways you may obtain health information on an individual from a HIPAA covered entity without the individual’s authorization.  

A.
Request for Waiver of the Authorization Requirement by the CHR
 FORMCHECKBOX 
 If not applicable, check here










     and skip to B.
INVESTIGATOR( In order for the CHR to grant a waiver of the Authorization requirement, they must be satisfied that the project involves no more than minimal risk to the privacy of individual participants and all of the criteria listed below have been met. A partial waiver of the Authorization requirement may be obtained if the need for health information is for a subset of activities in the over-all research protocol.  For example, a partial waiver could be used for recruitment purposes, but not for the entire study.  Check one or both as applicable:  





 FORMCHECKBOX 

Waiver for full study

 FORMCHECKBOX 

 Partial waiver for:

 FORMCHECKBOX 
  Recruitment

 FORMCHECKBOX 
  Other: 





1. Describe the proposed recruitment process.  If a partial waiver for recruitment is not requested, enter “N/A” and skip to Question #2:

____________________________________________________________________________________________
________________________________________________________________________________________________________________________________________________________________________________________
2. Explain why the  FORMCHECKBOX 
  research  FORMCHECKBOX 
  recruitment could not practicably be conducted without the waiver.  

____________________________________________________________________________________________
________________________________________________________________________________________________________________________________________________________________________________________
3. Explain why the  FORMCHECKBOX 
  research  FORMCHECKBOX 
  recruitment could not practicably be conducted without access to and use of the data/specimens. 

____________________________________________________________________________________________
________________________________________________________________________________________________________________________________________________________________________________________
4. The project must have an adequate plan to protect subject identifiers from improper use and disclosure as described below. Check all that apply:
 FORMCHECKBOX 
 Only authorized persons will be granted access

 FORMCHECKBOX 
 Only authorized persons may enter and view study data

 FORMCHECKBOX 
 Passwords and system IDs will not be shared

 FORMCHECKBOX 
 Physical security of the workstations/files will be maintained

 FORMCHECKBOX 
 Adequate back-up plan is in effect

 FORMCHECKBOX 
 Staff are trained on the data entry system and importance of security procedures

 FORMCHECKBOX 
 Workstations with the information will not be left unattended

 FORMCHECKBOX 
 Add any other privacy protections in your plan: 

5. When do you plan to destroy the identifiers? (Identifiers must be destroyed at earliest opportunity) 


 FORMCHECKBOX 
  Subject contact


 FORMCHECKBOX 
  Enrollment


 FORMCHECKBOX 
  Study Accrual


 FORMCHECKBOX 
  Other (please specify):










6.   The PHI will not be reused or disclosed to any other person or entity, except as required by law, for authorized oversight of the research study, or for other research for which the use or disclosure of protected health information would be permitted under the Privacy Rule.

	 FORMCHECKBOX 
  Yes


	 FORMCHECKBOX 
  No




7.   If you are obtaining PHI from a Johns Hopkins covered entity, you must “track” this disclosure from the covered entity’s (ies’) health records to you by entering required information in the SPH JH HIPAA Compliance System. The database can be accessed at www.jhsph.edu/hipaa.  List the individuals who will be responsible for tracking the disclosures, including their first names, last names, and JHSPH e-mail addresses.
____________________________________________________________________________________________

________________________________________________________________________________________________________________________________________________________________________________________

CHR Use Only:

 FORMCHECKBOX 

Partial Waiver Approved





 FORMCHECKBOX 

Reviewed by Expedited Procedures
 FORMCHECKBOX 

Full Waiver Approved





 FORMCHECKBOX 

Reviewed by Full Committee Procedures
 FORMCHECKBOX 

Not Approved

   _____________________________________________

_______________

    Reviewer’s Signature/CHR Designee




Date

Additional Comments:
Sections III.B – III.E need to be completed only by investigators who are accessing PHI from a Johns Hopkins covered entity.  Investigators who are obtaining PHI from a non-Hopkins covered entity may use the rest of this form as guidance for what representations or what forms/agreements they may need to access the PHI.  If you need to enter into a Data Use Agreement or Business Associates Agreement with an outside entity, you must contact JH HIPAA prior to entering into the agreement.  

B.  Need for Individually Identifiable Health Information Preparatory to Research
  FORMCHECKBOX 
  If not applicable,
      check here and skip to
      C.
 FORMCHECKBOX 
  1. The following representations are true for my study:

· The disclosure of the PHI being sought is solely for the purposes of designing the study or for assessing the feasibility of conducting the study. 
· The  PHI will not be removed from the covered entity. However, if the PHI is being accessed  at a Hopkins covered entity, minimal amounts of  PHI necessary to satisfy the tracking requirements under HIPAA may leave the covered entity premises.  The  PHI taken from the covered entity premises for tracking purposes may be used only to complete the SPH JH HIPAA Compliance  tracking database and for no other purposes. 
· The PHI is necessary for the research purposes.  

2.  Identify the source (e.g., specimen bank, database, medical record, EPR, etc.) of the records/specimens that the researcher proposes to examine for this research:

_______________________________________________________________________________________________
________________________________________________________________________________________________
3. Describe how the PHI will be used in preparation for the research:

_______________________________________________________________________________________________
________________________________________________________________________________________________________________________________________________________________________________________________
4.   If you are obtaining PHI from a Johns Hopkins covered entity, you must “track” this disclosure from the covered entity’s (ies’) health records to you by entering required information in the SPH JH HIPAA Compliance System. The database can be accessed at www.jhsph.edu/hipaa.  List the individuals who will be responsible for tracking the disclosures, including their first names, last names, and JHSPH e-mail addresses.
_______________________________________________________________________________________________
______________________________________________________________________________________________________________________________________________________________________________________________
C. Need for PHI Solely of Decedents  FORMCHECKBOX 
 If not applicable, check here and skip to D.
 FORMCHECKBOX 
  1. The following representations are true for my study:

· The disclosure of PHI is being sought solely for research on the PHI of deceased persons.
· Documentation of death of each individual will be available to the covered entity and to the CHR upon request.
· The individually identifiable health information is necessary for the research purposes.

2.  Identify the source (e.g. specimen bank, database, medical record, EPR, etc.) of the records/specimens that the researcher proposes to examine for this research:

____________________________________________________________________________________________

_____________________________________________________________________________________________
3.  Why will the PHI of the deceased persons be examined?

_______________________________________________________________________________________________
______________________________________________________________________________________________________________________________________________________________________________________________
4.   If you are obtaining PHI from a Johns Hopkins covered entity, you must “track” this disclosure from the covered entity’s (ies’) health records to you by entering required information in the SPH JH HIPAA Compliance System. The database can be accessed at www.jhsph.edu/hipaa.  List the individuals who will be responsible for tracking the disclosures, including their first names, last names, and JHSPH e-mail addresses.
_______________________________________________________________________________________________
______________________________________________________________________________________________________________________________________________________________________________________________
D. Need for a Limited Data Set


 FORMCHECKBOX 
  If not applicable, check here and skip to E.

 FORMCHECKBOX 
  I am requesting the use of a limited data set only.

1. The limited data set will exclude the following direct identifiers for the individuals, and relatives, employers or households of the individuals: 

1) Names

2) Postal address information (e.g., street address, but town, city, state, zip code are permitted)

3) Telephone numbers

4) Fax numbers

5) Electronic mail addresses

6) SSN

7) Medical record numbers

8) Health plan beneficiary numbers

9) Account numbers

10) Certificate/license number

11) Vehicle identifiers and serial numbers, including license plates

12) Device identifiers and serial numbers

13) Web universal resource locators (URLs)

14) Internet protocol (IP) address

15) Biometric identifiers, including finger and voice prints

16) Full-face photos and comparable images

The limited data set can include the following identifiers:

· Dates related directly to the individual, such as admission, discharge, service, DOB, or DOD;
· Town, city, state, state, 5-digit zip code (but no street address); and
· Ages in years, months or days or hours.
2. The limited data set may be used only for the purposes of this study and disclosed only to specifically identifiable individuals or categories of individuals.  The limited data set may NOT be used for future, unspecified research.

3.  You must enter into a Data Use Agreement with the provider(s) of the limited data setdbradfi4@jhmi.edu.    The Data Use Agreement form specifically developed to be used by SPH researchers with all Johns Hopkins covered entities and to be entered into with the JH HIPAA Office can be obtained by contacting JH HIPAA at .  

4.  In addition, if you will be creating the limited data set from the more complete medical record, you, or someone you engage on your behalf, must enter into a Business Associate Agreement to give you access to records in order to create a limited data set.  Contact JH HIPAA at dbradfi4@jhmi.edu to obtain a Business Associate Agreement form for use with Johns Hopkins covered entities.

E. Need for “De-Identified” Health Information    
 FORMCHECKBOX 
  If not applicable, check here and skip to Section IV.

 FORMCHECKBOX 
  I am requesting the use of “de-identified” health information only.
1. The following identifiers of the individuals, and relatives, employers or households of the individuals, will be removed or coded (with the codes being left in the hands of the covered entity):

1. Names

2. All geographic subdivisions smaller than a state, including street address, city, county, precinct, zip code – the first three digits of the zip code can be used if this geocode includes more than 20,000 people.  If such geocode is less than 20,000 people, “000” must be used as the zip code. 

3. All elements of dates (except year) related to an individual, including birth date, admission date, discharge date, date of death.  For individuals > 89 years of age, year of birth cannot be used – all elements must be aggregated into a category of 90 and older.

4. Telephone numbers

5. Fax numbers

6. Electronic mail addresses

7. SSN

8. Medical record numbers

9. Health plan beneficiary numbers

10. Account numbers

11. Certificate/license number

12. Vehicle identifiers and serial numbers, including license plates

13. Device identifiers and serial numbers

14. Web universal resource locators (URLs)

15. Internet protocol (IP) address

16. Biometric identifiers, including finger and voice prints

17. Full-face photos and comparable images

18. Any other unique identifying number, characteristic, or code, except as specifically permitted by HIPAA

2. Describe the method for de-identification:  
____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
3.  If you will be creating the de-identified data from the more complete medical record, you, or someone you engage on your behalf, must enter into a Business Associate Agreement to give you access to the records to create the de-identified information.  Contact JH HIPAA at dbradfi4@jhmi.edu to obtain a Business Associate Agreement form for use with Johns Hopkins covered entities.

IV.   Signature


By signing this application, I am providing written assurance that the information is essential to the research and access to the information will be limited to the greatest extent possible.  Further, I acknowledge my obligation under the Maryland Confidentiality of Medical Records Act not to re-disclose the information except for research purposes based on appropriate Institutional Review Board approval.
_______________________________________________________________________

_____________

Investigator’s Signature








       Date

_______________________________________________________________________

Title

	HIPAA ADMINISTRATIVE REVIEW 



	 FORMCHECKBOX 

The proposed research activity has been reviewed and all HIPAA requirements are met.



	 FORMCHECKBOX 

The proposed research activity has been reviewed and further clarification or information is needed before the administrative review can be completed.



	 FORMCHECKBOX 

This study uses an authorization that has not been altered from the JH HIPAA Office approved form and does not require a waiver of any kind.  The HIPAA application does not require CHR review.



	Name:

	Title: Research Regulations Specialist

	Signature:
	Date:


INVESTIGATOR( This form should be submitted to the Office of Graduate Education and Research with your research plan, consent forms, and HIPAA forms whenever a study involves the need for disclosure of individually identifiable health information from a covered entity (health care provider, health plan, or healthcare clearinghouse) to members of your study team. Individually identifiable health information held by a covered entity is called protected health information, or PHI.  If a study involves PHI, it will be impacted by HIPAA.  This form, along with the HIPAA P&P, will help you to determine how you must address the HIPAA Privacy Regulations in order to obtain such health information.  The form will guide you through the additional requirements that must be followed under HIPAA, and will direct you to the appropriate forms to submit with your application.  The HIPAA application will be reviewed independently, except when a waiver of Authorization is being requested.  If a waiver of Authorization is requested, CHR must review and approve the waiver request.  Please complete the applicable questions in Sections I-III, and sign Section IV.








