CHR Instructions for Investigators (Updated Aug-03)

The Johns Hopkins Bloomberg School of Public Health

Committees on Human Research

JHSPH HIPAA Policy:  HIPAA Application Instructions
Using and Disclosing Identifiable Health Information
JHSPH Policy

The Johns Hopkins Bloomberg School of Public Health, as part of its commitment to comply with all Federal, State and local laws and institutional policies for ensuring the rights of subjects who participate in human subjects research, has adopted a policy defining how a subject’s identifiable medical/health information may be used or disclosed.  
Although this policy was prompted by the HIPAA Privacy Regulations which define how protected health information* that is either received or created by a covered entity** may be used and disclosed, the CHR has formalized its existing policy for obtaining the permission of subjects in using and disclosing health information emanating from a physician’s office or health care provider for research purposes.  This policy requires that unless a waiver has been granted by the CHR, the authorization of subjects for using and disclosing their health information that emanates from a physician’s office or health care provider or plan must be obtained, regardless of whether the source of the information is covered under HIPAA.  
The JHSPH is a hybrid entity, therefore, international research is not covered under the HIPAA regulations, even if JHSPH researchers have a joint appointment. Please note, however, that the overseas data must come back to the SPH and not the SOM, otherwise you run the risk of falling under the HIPAA regulations.  Also, if the study you are involved in was approved by the SOM, your activity likely will be under the HIPAA Regulations.

Health information includes information about an individual’s health, treatment for their health condition or the payment for their health services.  Individually identifiable information includes demographic information, diagnosis, tests results, the place where the patient was seen (i.e., clinic or hospital), the name of the physician or any other information that reasonably allows a person to identify the individual and their treatment or health condition.  Therefore, if your  study will use and disclose identifiable health information emanating from a physician’s office or health care provider or plan, you will need to complete CHR Application Form 1C, Application for Use and Disclosure of Identifiable Health Information.  This form will guide you in submitting the additional appropriate forms involving the use and disclosure of identifiable health information.  

* Identifiable health information that is either received or created by a covered entity.

**Persons, institutions and organizations who provide health care and receive, access or generate

    individually identifiable health care information.                  

JHSPH Procedures

Beginning September 1, 2003, the Johns Hopkins Bloomberg School of Public Health will adopt a new HIPAA application procedure.

 

As a School of Public Health investigator, you need to first consult with the entity (or entities) from whom you are receiving data to determine their policies prior to submitting HIPAA forms to the JHSPH HIPAA Office for approval.

 

The covered entity may require that you use their forms or follow different guidelines than what we have implemented.  JHSPH forms should be used as default forms.

 

Once you contact the covered entity, you will know exactly what HIPAA forms will need to be completed so that you are compliant with that covered entity’s procedures.  

 

Sample Questions to Ask of the Covered Entity
A few sample questions to ask of the covered entity’s privacy office/privacy officer:

1. What forms will I need to submit in order to conduct my research? 

2. Whose forms will I need to submit?  Are JHSPH forms sufficient? 

3. What additional requirements will I need to abide by to conduct my research in a compliant manner? 

 

What Forms Do I Need?

JHSPH Privacy Forms
All forms can be found on the JHSPH HIPAA website, http://www.jhsph.edu/hipaa/
All of the JHSPH privacy forms are described below.  Some of the JHSPH forms developed specifically by the JHSPH to comply with the HIPAA requirements may be different than those of the SOM.  If you are submitting an application to the CHR for approval, you must submit the appropriate JHSPH forms.   
Application for Use and Disclosure of Identifiable Health Information ( CHR Form 1C
This form should be submitted to the CHR whenever a study involves the use and disclosure of identifiable health information emanating from a physician’s office or health care provider or plan.  This form will help you determine if you fall under the HIPAA Privacy Regulations and if so, guide you through the additional requirements that must be followed under HIPAA.  

This form will guide you in the appropriate forms to be submitted with the application.

Authorization Form ( CHR Form 1
Generally, the permission (authorization) of participants should be obtained whenever using or disclosing health information that emanates from a physician’s office or health care provider or plan.    Unless the activity falls under one of the categories where authorization is not required (see Exceptions to Authorization), the investigator must obtain an authorization from all subjects to use and disclose their health information.

CHR Authorization Form 1 is to be used for CHR approved studies with new enrollments after 4/14/03.  
The CHR Authorization Form has been written in simple language and contains the required HIPAA elements.  The HIPAA required elements have been included as standard authorization boilerplate for all studies that will use and disclose health information from a physician’s office or health care provider.  

Although it is strongly recommended that the CHR authorization forms be used, investigators must comply with the covered entity’s requirements when seeking protected health information.  This may mean that the entity requires an authorization rather than the CHR authorization form.    
If the sponsor or an outside entity requires an authorization form different than the CHR template, the authorization must contain the following:
· A specific and meaningful description of the information to be used or disclosed.
· The name or identification of the persons or class of persons authorized to make disclosures of identifiable health information and to use the identifiable health information for research-related purposes.

· The name or identification or class of persons authorized to receive disclosures of identifiable health information and to use the identifiable health information for research related purposes.

· A description of each purpose of the use or disclosure.

· The individual’s signature (or that of his/her authorized representative as determined by the State law where the research will be conducted) and date.

· A statement that the individual may revoke the authorization if done in writing to the Principal Investigator; however, the research may continue to use and disclose for research integrity and reporting purposes, any identifiable health information collected from the individual pursuant to such authorization before it was revoked.

· A statement that an individual’s clinical treatment may not be conditioned upon whether or not the individual signs the research Authorization.  Participation in research may be conditions on a signed Authorization, including treatment protocols.

· A statement that information disclosed under the Authorization could potentially be redisclosed by the recipient and would no longer be protected under HIPAA.
· A date or an event (e.g., “end of research study”) at which the authorization will expire, or “none” when appropriate (e.g., research database). 
· A copy of the signed and dated authorization should be given to the subject and a copy should be placed in the study records.

The HIPAA authorization form should be separate from the consent form for research.

If you will be storing a participant’s PHI beyond the end of the study, e.g. adding a participant’s PHI to a CHR approved database for the purpose of contacting them for your future research, you will need their authorization to do this.  Language has been included in the CHR Authorization Form for your use.
The authorization form should be submitted with Application for Use and Disclosure of Identifiable Health Information Form 1C, Consent Form 1D, Medical Records Release form 1B,  CHR New Application Form A, if applicable, and copies of training and confidentiality certifications.

Consent Form ( CHR Form 1D
This consent form is the standard CHR consent form template for all new applications submitted to the CHR after 4/14/03, regardless of whether or not your study falls under HIPAA.
This form should be submitted with Application for Use and Disclosure of Identifiable Health Information Form 1C, Authorization form 1, Medical Records Release form 1B, and CHR New Application Form A, if applicable, and copies of training certifications.
Medical Records/Lab Results Release Form ( CHR Form 1B
A Medical Records/Lab Results Release Form is required only when you are obtaining information from a secondary source in addition to the subject, such as a physician’s office, health care provider, or lab, and is to be signed and dated by all subjects.  This is the document that should be given to the holder of the information as proof that the subject has authorized the release of his/her health information.  For lab results, regardless of whether or not you have a contract with the lab as well as whether the rest of your study falls under HIPAA, if the lab is located within a covered entity, e.g. a lab at Hopkins Hospital or University of Maryland, then you will need to have this form signed by the subject.
This form is to be included with the Application for Use and Disclosure of Identifiable Health Information Form 1C, Authorization Form 1, Consent Form 1D and CHR New Application Form A, if applicable, and copies of training certifications.
Databases ( CHR Forms 7.2-7.4
CHR approval for establishment of a new research database may be requested by use of HIPAA Form 7.2, Application for Establishment of Research Database.  Form 7.3 is to request authorization of a subject to add data to a CHR approved database after the end of the study if you did not have CHR approval.  Use of Form 7.4 is to request IRB approval to waive the requirement for participant authorization to add data to an existing or new research database.

Accounting for Disclosures ( CHR Forms 8.1-8.4
Researchers are required to account for all disclosures that they make of protected health information for three types of research (Forms 8.1-8.3):
1) “Record research” where the CHR has waived individual authorization;

2) Research only using only the PHI decedents;

3) Reviews preparatory to research.
4) Researchers also must track disclosures required by law (Form 8.4).

A disclosure is sharing PHI with someone outside the Hopkins workforce.  You should complete a separate from each time you make a disclosure about an individual in your study or activity.

Data Use Agreement ( CHR Form 9
To be used with a limited data set, this agreement protects the privacy of individuals by requiring covered entities (Hopkins) to enter into data use agreements with recipients of limited data sets”.

The Data Use Agreement is a document that (1) describes the permitted uses and disclosures of the limited data set and (2) prohibits any attempt to re-identify or contact the subjects.  
Confidentiality Pledge
An agreement must be completed and signed by each of your study team if you will be seeking PHI from a covered entity as part of the HIPAA regulations.
Notice of Privacy Practices (NPP) 

This form must be given to research subjects and they must sign an acknowledgement, only if you are obtaining their medical information from JHH or any other Hopkins entities.  If you are obtaining medical data from an external covered entity, they may ask you to hand out their NPP and acknowledgement.
Fax Transmissions

Every outbound fax that falls under the privacy regulations must contain a fax cover sheet (fax stick sheets should not be used in place of fax cover sheets).  A fax transmittal cover page template is available on the CHR website.  Investigators may choose to use the template or to develop their own, as long as the required elements and confidentiality wording, as set forth in the policies, are included.

Submitting the Forms
All forms should be submitted to the CHR Staff Office, Room E2100, Bloomberg School of Public Health.  All forms are available on the CHR website, http://www.jhsph.edu/hipaa.  

Exceptions to Authorization
Waiver of Authorization
The CHR must be satisfied that the use and disclosure of protected health information is no more than minimal risk to the privacy of the subject.  This assessment is based on the plans in place to protect identifiers, any reuse of the data, and removal of the identifiers at the earliest possible opportunity.  These criteria could apply in a situation where consent would otherwise be waived under Common Rule principles or if the researcher is conducting a record review.
In order to qualify for a waiver from obtaining authorization, see Section III.A., Application for Use and Disclosure of Identifiable Health Information (CHR Form 1C).  
Partial Waiver 
A Partial Waiver of Authorization may be granted, allowing researchers to access PHI for recruitment purposes or to waive a specific part of the study only.  For example, the CHR may approve a waiver to access the participant’s name, address and phone number only in order to recruit participants into the study, but requires that the authorization of participants be obtained for any additional PHI. This partial waiver would be separate from a full waiver to use and disclose PHI of subjects who are enrolled in the study. 

Activities not Requiring Authorization
The following classes of activities do not require the subject’s authorization:
· Activities preparatory to research

· Use or disclosure of medical/health information for research using the PHI of decedents

· Using de-identified medical/health information

· Using limited datasets

The use and disclosure of PHI must meet the criteria outlined in the Sections III.B-E, Application for Use and Disclosure of Identifiable Health Information form (CHR Form 1C).
Note:  If you are the physician/provider of the patient that you are recruiting, you are not required to obtain their authorization.
Privacy Training Certifications

The principal investigator and the person(s) obtaining consent on the research study must complete the HIPAA training module, “Privacy Issues Related to Research” before submitting an application to the CHR involving using or disclosing identifiable health information emanating from a physician’s office or health care provider or plan.  A copy of the certificate must be submitted with the application.  CHR approval is contingent upon completion of training. Training is required for all workforce members who may have access to identifiable health information.  Managers and supervisors should determine which of the nine courses staff should complete. The training website can be found at: https://secure.lwservers.net/.

At the present time, international investigators and their staff are exempt from the training requirements.

Approval Process
Applications will be processed as quickly as possible either on an expedited basis by a designee of the Committee or by the full Committee.  The type of review (expedited or full committee) will be based upon the level of risk to the privacy of individual participants.   Studies where there is more than minimal risk to the privacy of subjects must be reviewed by the Full Committee.
Investigators will be notified when review of the application is completed.  An approval letter and certified documents or an explanation on why a waiver of authorization was not approved will be given to investigators.
Who to Contact About Questions

Questions should be directed to the JHSPH HIPAA Office at hipaa@jhsph.edu or 410-614-5658.

You may also contact the main Johns Hopkins HIPAA Office, hipaa@jhmi.edu, or 410-502-7983 or visit their website http://www.insidehopkinsmedicine.org/hipaa/.
Questions about your application should be directed to the CHR Staff Office, 410-614-1856.   
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